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3D Fluorescent Hydrogel Origami for Multistage

Data Security Protection

Yuchong Zhang, Xiaoxia Le, Yukun Jian, Wei Lu,* Jiawei Zhang, and Tao Chen*

Current fluorescence-based anti-counterfeiting strategies primarily encode
information onto single 2D planes and underutilize the possibility of
encrypting data inside 3D structures to achieve multistage data security.
Herein, a fluorescent-hydrogel-based 3D anti-counterfeiting platform is
demonstrated, which extends data encryption capability from single 2D
planes to complex 3D hydrogel origami geometries. The materials are

based on perylene-tetracarboxylic-acid-functionalized gelatin/poly(vinyl
alcohol) hydrogels, which simultaneously show Fe3*-responsive fluorescence
quenching, borax-triggered shape memory, and self-healing properties.

By employing an origami technique, various complex 3D hydrogel
geometries are facilely fabricated. On the basis of these results, a 3D anti-
counterfeiting platform is demonstrated, in which the data printed by using
Fe?* as the ink are safely protected inside complex 3D hydrogel origami
structures. In this way, the encrypted data cannot be read until after specially
predesigned procedures (both the shape recovery and UV light illumination
actions), indicating higher-level information security than the traditional

2D counterparts. This facile and general strategy opens up the possibility

of utilizing 3D fluorescent hydrogel origami for data information encryption

and protection.

1. Introduction

Data encryption and protection are of significant importance
in military and economic fields, especially for examples in
commercial product anti-counterfeit labels."?l One typical
chemistry-related example for data security applications is
luminescent materials because of their facile design, easy han-
dling, and high-throughput advantages.>3] Important docu-
ments encrypted by luminescent materials can only be made
visible under external light irradiation, leading to increased data
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security for their safer transport and com-
munication. However, such fluorescence
switching-based single-stage encryption
information may be revealed by certain
chemical and structural analysis. There-
fore, more than one security elements are
usually needed for important data in order
to increase the difficulty of counterfeiting.
A step ahead is the fabrication of more
powerful smart luminescent materials
(such as multicolor fluorescent materials,
persistent room-temperature luminescent
materials, and so on),*’! which are in
favor to realize more efficient multistage
data encryption.

Meanwhile, anti-counterfeiting plat-
forms have also evolved from 2D to 3D
in order to further enhance information
security level.l'! Compared with traditional
strategies that primarily code data in
single 2D planes, 3D anti-counterfeiting
platforms provide many extra advantages.
For example, Gao and co-workers have
reported a unique type of 3D Janus plas-
monic helical nanoaperture to experimen-
tally realize direction-controlled polarization-encrypted data
storage with enhanced security for the first time.[¥ Ling and
co-workers developed a 3D surface-enhanced Raman scattering
anti-counterfeiting platform with large encoding capacity, high
decoding accuracy, and high flexibility by using a single type
of probe molecule.”] These elegant 3D anti-counterfeiting plat-
forms are capable of providing outputs not in a straightforward
predictable manner, and the encrypted information cannot
be read until after the specially designed decryption process,
making them ideal candidates for multistage information
encryption. Nevertheless, fluorescence-based 3D anti-counter-
feiting platform, despite being quite promising, has not been
demonstrated.

A proof-of-concept material system attempting to demonstrate
the fluorescence-based 3D anti-counterfeiting platform is illus-
trated in Scheme 1. The developed system is based on fluores-
cent hydrogels, because they can be tailored regarding structures,
multiple responsiveness, and emission properties.® Therefore,
there has been a great research interest in developing smart
fluorescent hydrogels for encryption applications. For example,
Wang and co-workers utilized the ClIO~/SCN™-triggered revers-
ible luminescence response of Tb*—carboxymethyl cellulose
complex hydrogels to realize fingerprint detection and encryp-
tion.’! Zhao et al. reported the employment of structural color
poly(N-isopropylacrylamide)/reduced graphene oxide hydrogel

© 2019 WILEY-VCH Verlag GmbH & Co. KGaA, Weinheim


http://crossmark.crossref.org/dialog/?doi=10.1002%2Fadfm.201905514&domain=pdf&date_stamp=2019-09-06

ADVANCED
SCIENCE NEWS

FUNCTIONAL

www.advancedsciencenews.com

Encryption

Origami

- Tonoprinting XTI
s -_— 3
everthing
Fed!

N\ ~

]nfo\f mation load

Shape recovery

www.afm-journal.de

Borax g y
Shape fixing AN

~
Shapemgmory and self-healing

Under UV greereres

- eivgerth.ing

Scheme 1. Schematic illustration showing the data encryption and decryption processes of the developed fluorescent hydrogel-based 3D anti-coun-
terfeiting platform. a,b) The encryption process. Message was first written onto the 2D flat hydrogel films by using Fe** as the ink, which was then pro-
grammed to a 3D crane-shaped hydrogel origami structure by employing origami technique via combined shape memory and self-healing processes.
) The decryption process. The message encrypted in the developed 3D crane-shaped hydrogel origami structure cannot be read until after both the

shape recovery and UV light illumination processes.

stripes as dynamic barcode labels for the anti-counterfeiting of
different products, which significantly raised the difficulty for
counterfeiters to forge.l'” These recent advances open up the
possibility of using luminescent hydrogels for data detection,
security protection, and information storage. More remarkably,
the soft and flexible nature of hydrogel materials enable them
to be facilely programmed into various complex 3D geometries
by employing such methods as Lego assembly or origami tech-
nique.""'? Inspired by these impressive advances, we envisioned
that 3D origami structures based on multifunctional fluorescent
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hydrogels could be used to design robust 3D anti-counterfeiting
platform for more effective multistage data encryption.

As shown in Scheme 1a,b, the proof-of-concept fluorescent
hydrogels were prepared by repeated freezing/thawing cycles
of poly(vinyl alcohol) (PVA) polymer and fluorescent perylene
tetracarboxylic acid-grafted gelatin (PTG) polymer solutions. As
demonstrated below, the as-prepared hydrogels are endowed
with visible Fe**-controlled fluorescence quenching, suggesting
the possibility of writing data onto hydrogel films by using
Fe3* as “ink.” They also exhibit appealing shape memory and
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self-healing capabilities because of the dynamic borate bonds
formed between PVA and borax. By employing origami tech-
nique, advanced 3D hydrogel origami structures were demon-
strated for multistage data encryption. More concretely, data
message was first written onto the 2D flat hydrogel films
(Scheme 1a), which was then programmed to a desirable 3D
hydrogel origami structure via combined shape memory and
self-healing processes. Different from paper origami, our 3D
hydrogel origami could not be unfolded by external force,
because their 3D structures are stabilized and fixed by covalent
borate bonds (Scheme 1b). In other words, the protected mes-
sage cannot be read until after both the shape recovery and UV
light illumination processes (Scheme 1c). Notably, the shape
recovery conditions are unknown to the public and are only
accessible to the authorized party, suggesting greatly enhanced
data security of the developed fluorescent hydrogel-based 3D
anti-counterfeiting platform. As far as we know, this unique
type of hydrogel origami-based 3D anti-counterfeiting platform
has never been developed for multistage data encryption, but
already shows significantly enhanced security over its tradi-
tional 2D counterparts.

2. Results and Discussion

2.1. Fabrication of the Multifunctional Fluorescent
PVA-PTG Hydrogels

The fluorescent PTG polymer was prepared and character-
ized in our previous work.’3l The freezing/thawing process
of aqueous PVA-PTG solutions induces physical crosslinks
among PVA and PTG chains through a combination of crys-
talline domains and hydrogen bonds (Figure 1a).l' The PVA
crystalline domains act as strong bonds to significantly improve
the mechanical strength of the hydrogels. The high-density
O-/N-containing groups (e.g., —OH and —NH,) grafted on
PTG form vast hydrogen bonds with PVA, making the fluo-
rescent polymer stably and evenly distributed in the hydrogel
matrix. It was noticed that the obtained hydrogels emit bright
fluorescence over a wide pH range when illuminated under UV
light at either 365 nm (Figure 1b,c) or 254 nm (Figure Sla,b,
Supporting Information). Interestingly, the emission intensity
and color are proved to be typically pH-dependent. Increasing
pH value results in growing fluorescence intensity and visible
emission color change. This is because the grafted perylene
tetracarboxylic acid fluorophores tend to be deprotonated and
repel each other in alkaline environment, causing the reduced
aggregation—caused emission quenching of perylene fluoro-
phores (Figure 1a)."%!

Shape memory performance of the as-prepared hydrogels
was then studied. Due to the strong complexation between
adjacent hydroxyl groups of PVA and borax to form covalent
boronate ester bonds, the hydrogel films could be quickly pro-
grammed to desirable temporary shapes at room temperature
after the samples were being deformed by hands and then
immersed into borax solution (Figure 2a,b). To investigate the
influence of freezing-thawing cycles on their shape memory
performance, the hydrogel samples with 2—6 freezing-thawing
cycles were cut into stripes (30 mm X 3 mm X 1 mm) and
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subject to shape memory experiments. The hydrogels prepared
after only 1 freezing—thawing cycle was not studied because of
its weakness (Figure S2, Supporting Information). As shown in
Figure S3 (Supporting Information), the shape fixity ratios (Ry)
of these hydrogels are found to decrease gradually from 97% to
66% with increasing freezing—thawing cycles (from 2 to 6) due
to higher toughness (Figure 2c,d and Figures S4-S6 (Supporting
Information)). But, the shape fixity ratio of tough hydrogels
could be remarkably improved by increasing shape memory
times (Figure S7, Supporting Information). For the balance of
mechanical strength and shape memory properties, the hydrogel
samples with 5 freezing—thawing cycles were selected as typical
examples and thoroughly investigated.

Note that the swelling ratio of the hydrogels is quite slight
in borax solutions within 10 min (Figure S8, Supporting Infor-
mation) that is enough to complete the shape memory pro-
cess, indicating that the properties of our hydrogels are almost
unaffected by their swelling behaviors. Because of the dynamic
nature of covalent borate ester bonds,[* these hydrogels could
be quickly recovered to the original shapes after being treated
in 0.1 m fructose or acid Na,HPO,—citrate buffered solutions
(pH = 2) within several minutes (Figures S9 and S10, Sup-
porting Information). Additionally, the tough shape memory
hydrogels also exhibit fascinating thermoplasticity owning to
their physical crosslinking nature. As shown in Figure 2b, after
being cut into pieces and placed in another glass mold at 60 °C,
the hydrogels would be softened and merge into such new
profiles as five petal flower or fish, suggesting the possibility
of arbitrarily changing their permanent shapes as required.
Remarkably, the rebuilt hydrogel samples still possess satis-
fying shape memory performance (Figure S11, Supporting
Information).

2.2. Complex 3D Hydrogel Origami Geometries

Other intriguing and important features of the tough shape
memory hydrogels include their self-healing properties
endowed by dynamic covalent borate ester bonds between PVA
and borax. As shown in Figure 3a, several pieces of pentagon-
shaped hydrogel sheets were first assembled into a lotus-
shaped bowl by hands and then treated with borax solutions for
a while. During the period, these hydrogel pieces self-healed via
borate ester bonds to produce a 3D hydrogel bowl. Note that
the self-healed hydrogel pieces also display satisfying mechan-
ical properties and can be stretched by more than 80% of the
length (Figure S12, Supporting Information), indicating the
freestanding nature and quite good stability of the obtained 3D
hydrogel structure. As expected, the fixed 3D hydrogel bowl can
be soon recovered into several 2D flat hydrogel pieces in acid
solutions. Besides, it is also possible to fabricate 3D hydrogel
bowl by starting with one tailored 2D hydrogel piece. Figure 3b
illustrates the preparation procedure, in which five petals of
the 2D hydrogel piece were first bended by hands and then
treated with borax solutions to trigger simultaneous shape
memory and self-healing processes. Furthermore, it is possible
to construct more complex 3D hydrogel origami structure (e.g.,
hydrogel dodecahedron demonstrated in Figure 3c) based on
synergetic shape memory and self-healing effect. This finding
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Figure 1. a) Illustration showing the pH-dependent fluorescence response mechanism of PVA-PTG hydrogels. b) Fluorescence spectra of PVA-PTG
hydrogels with 5 freezing—thawing cycles, which are treated by various buffered solutions ranging from pH = 2.2 to 10.6 (excitation at 365 nm). Inset
shows images of the corresponding hydrogel samples taken under a 365 nm UV light. c) pH-dependent fluorescence color change shown at a standard

Commission Internationale de L'Eclairage-1931 color space.

is of interest as it provides an origami-inspired strategy to con-
struct complex 3D structures by starting with the prepared 2D
hydrogel samples.

2.3. Fluorescence-Based 3D Anti-Counterfeiting Platform
for Multistate Data Encryption

Advanced information encryption and decryption approaches
are of significant importance to produce highly efficient anti-
counterfeiting identifiers. To this end, the single-stage strategy
was first developed based on the fluorescence-switching property
of our hydrogels. As shown in Figure 4b,c, such information as
“SMP” characters and our group logo could be facilely printed
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onto the 2D fluorescent hydrogel films by a Fe’*-loaded stamp
using the developed ion printing-assisted diffusion—reaction
(D-R) method.'? Since Fe** usually serves as a fluorescence
quencher to many fluorophores via intramolecular charge
transfer mechanism (Figure 4e), high-contrast nonfluorescent
patterns were printed onto the “security paper” by Fe** diffu-
sion from the stamps. More complex information, including 2D
quick response (QR) codes, could also be encrypted (Figure 4d).
As expected, these encrypted information are not visible with
naked eyes or cameras under daylight (Figure 4a). Nevertheless,
the written confidential information coded in 2D fluorescent
hydrogel films can be directly read by naked eyes or scanned by
machines under simple UV light illumination, thus making such
fluorescence-based 2D anti-counterfeiting platform less effective.
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Figure 2. a) lllustration showing the fabrication of the hydrogels through freezing—thawing method and their borax-triggered shape memory mecha-
nism. b) Images showing the shape memory and thermoplastic performance of the hydrogels. c) Tensile stress—strain curves and d) Young's modulus
of the hydrogel with different freezing—thawing cycles ranging from 2 to 6.

Besides fluorescence switching property, our hydrogels were
also demonstrated to bear satisfying mechanically tough, ther-
moplastic, self-healing, and shape memory features, which
encourage us to capitalize on these advantages synergeti-
cally to produce more efficient anti-counterfeit identifiers. As
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demonstrated in Figure S13a (Supporting Information), two
hydrogel pieces were put together and printed with the “IP”
word using the abovementioned ion printing—assisted D-R
method. After the top one stretched by hands and fixed in
borax solutions to memorize the elongated temporary shape, a
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Figure 3. Complex 3D hydrogel origami geometries. a) Six pieces of regular pentagon-shaped PVA-PTG hydrogel sheets were brought together and
self-healed in the presence of borax solution to form a freestanding 3D hydrogel bowl. b) Fabrication of a freestanding 3D hydrogel bowl by starting
with one tailored 2D hydrogel piece via the combination of shape memory and self-healing abilities. c) Fabrication of more complex 3D hydrogel
dodecahedron by starting with several 2D hydrogel pieces via the combination of shape memory and self-healing abilities.
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new-type 2D anti-counterfeiting identifier was developed via a
collective action of shape memory and fluorescence switching
properties. The protected information can only be decrypted
under UV light illumination after the acid-triggered shape
recovery of the top hydrogel piece. Either UV light illumina-
tion or acid treatment leads to no or wrong information. What
is more, it has been further demonstrated to code information
in three dimensions using similar strategy. For example, the 2D
hydrogel films with printed binary data “01010000” that repre-
sents “P” was programmed to temporary spiral shape to pro-
duce 3D anti-counterfeiting identifier (Figure S13b, Supporting
Information).

To enhance encoding complexity, more promising 3D
anti-counterfeiting platforms were fabricated on the basis of
complex 3D hydrogel origami structures via the collective self-
healing, shape memory, and fluorescence switching actions.
As shown in Figure 5a, one 2D hydrogel film printed with
“UCAS” letters was first folded into a 3D tetrahedron shape by
hands and then immersed into borax solutions for a few sec-
onds. During this period, the 3D tetrahedron-shaped hydrogel
origami structure was fixed by dynamic covalent borate ester
bonds between PVA and borax. In this way, the “UCAS” data
were successfully encoded inside the 3D hydrogel geometry. In
a similar vein, the “Q1A2Z3” data were encrypted inside a 3D
cube-shaped hydrogel origami structure (Figure 5b). Obviously,
these encrypted data could not be observed under either UV
or visible light illumination. To decrypt the data, an additional
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solutions (0.1 m).

acid-triggered shape recovery process must be conducted
(Figure 5a-L1II). If these hydrogel origami geometries were not
unfolded by the specially designed steps, for example, disman-
tling them with external force, incorrect information would
be presented (Figure Sb-III). Furthermore, more complex
3D crane-shaped hydrogel origami was developed by starting
with a square-shaped 2D hydrogel film to conceal the message
“Attitude is everything” (Figure 5c). Since the shape recovery
conditions (in Na,HPO,—citrate buffer solution (pH = 2.2)
for several minutes) are usually unknown to the public, more
superior data security level was realized in these 3D anti-coun-
terfeiting platforms than their traditional 2D counterparts. In
view of the modular design principle of the developed 3D anti-
counterfeiting platforms, the proposed strategy could be gener-
ally applicable to the multistage protection of many other data
(Figure S14a—c, Supporting Information).

3. Conclusion

In summary, we have demonstrated an advanced fluorescence-
based 3D anti-counterfeiting platform, where data informa-
tion is encrypted in 3D hydrogel origami geometries. The
materials are based on perylene tetracarboxylic acid-function-
alized gelatin/PVA hydrogels, which are endowed with satis-
fying mechanical strength and Fe**-controlled fluorescence
quenching, as well as borax-triggered shape memory and
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Figure 5. Fluorescence-based 3D anti-counterfeiting platform. 2D hydrogel films printed with a) “UCAS,” b) “Q1A2Z3,” c)“Attitude is everything”
messages were first folded into 3D tetrahedron, cube, and crane shapes by hands, respectively, and then immersed into borax solutions for a while
(10 s — 3 min). During this period, these 3D hydrogel origami structures were fixed by dynamic covalent borate ester bonds between PVA and borax.
In this way, these data were successfully encoded inside the 3D hydrogel geometries.

self-healing properties. Based on synergetic effect of these
appealing properties, various complex 3D hydrogel origami
geometries have been constructed, which could be used to
protect data information in three dimensions. Information
encrypted in these 3D hydrogel origami structures can only be
decrypted after specially predesigned procedures (e.g., under
UV illumination after treating these 3D hydrogel structures
in acid solutions for shape recovery). Notably, the specially
predesigned procedures are unknown to the public and are
only accessible to the authorized party, suggesting the supe-
rior encryption security of our 3D platform to its traditional
2D counterparts. This facile and general strategy opens up the
possibility of utilizing 3D fluorescent hydrogel origami for data
information encryption and protection.

Supporting Information

Supporting Information is available from the Wiley Online Library or
from the author.
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